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1
Decision/action requested

SA3 is kindly asked to approve the proposed conclusion for key issue #2 of TR 33.857.
2
References

[1]
3GPP TR 33.857 v0.7.0

Study on enhanced security support for Non-Public Networks; (NPN)
3
Rationale

This pCR proposes to make a conclusion on key issue #2 of TR 33.857 [1], including the conclusion on the requirement of confidentiality, integrity and anti-replay protection for credentials provisioning.

4
Detailed proposal

*************** Start of the Change ****************

7.2
Conclusions on KI#2

It is concluded that user plane can be used for provisioning of SO-SNPN or PNI-NPN credentials.

To address the requirement of confidentiality, integrity and anti-replay protecting SO-SNPN or PNI-NPN credentials during user plane provisioning, the existing mechanisms for UP security policy configuration and activation can be reused, with the adaptation that UP security policy configuration is fixed to “Required” for both ciphering and integrity protection.  
Editor’s Note: further conclusions on security aspect of credential provisioning are FFS.
*************** End of the Change ****************
